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Abstract: The Honeynet is not a single system but a
network sits behind a firewall where all inbound and
outbound data is contained, captured and controlled.
The Honeynet has two main components, data control
and data capture. Data control is the way of filtering
and allowing data flow and data capturing is
collecting information for analyzing later on. The
analysis is using the information which is collected
and stored in Honeynet. The presence of high traffic
makes it very difficult for human supervisors to
monitor the status of the system 24/7, whereas by using
an AI this task can be simplified. AI can monitor and
analyze the hacker’s activities, tools, IP addresses and
adjust the Honeynet accordingly. Combination of
Honeynet with AI based scaling and monitoring can
indeed be very useful, both in terms of security and
hardware resources.
Keywords: Artificial intelligence, Internet security,
Cloud computing, scalability, Honeynet, Honeypot
I. INTRODUCTION
The security over the internet is of particular
interest, it is designed to give the users and
organizations a degree of confidence in the system as
the Internet represents a mostly insecure means of
exchanging data and information between individual
computers and mainframes leading to a high risk of
intrusion or receiving fraud data. Most of the attackers
and hackers exploit internet for financial gain, such as
an industrial espionage to receive intellectual property
such as patent information, sensitive employee
information or sensitive customer information or they
can use it as a means of sabotage for disgruntlement,
such as an employee might be thinking about quitting
or they might know that are about to be let off the job
and might want to damaging another employee’s or
employers work [1, 2].
A computer represents a desirable target for the
hackers, most non-military computer systems are not
protected properly, and they are mostly missing decent
firewall and internet security countermeasures. This
coupled with recent advances in broadband internet
connectivity protocols has led to a steady increase in

number of attacks recorded, as the hackers can use
automatic network scanners to scan a variety of
networks simultaneously and thanks to the increase of
connection speeds during the past decade, they easily
access the files stored in the victims computer or
upload special software to able them to utilize the
resources of the victim’s computer to their advantages.
Also recently a spike in the number of malwares which
uses the computers internet connection to send out
junk e-mails or use their pc as a hub for peer to peer
file sharing networks is clearly visible [3, 4].
The internet security can be divided into two
main eras, the era of defensive security which began
by the introduction of firewalls in early 90s which tried
to block the unwanted internet connections, then
during the mid-90s came the Intrusion Detection
Systems (IDS). These defensive measures were mostly
unsuccessful against committed hackers as they had
the upper hand and all that security researchers could
do was to guess the methods and resources used by the
hackers and try to counter them. Then during the early
2000s came the honeypot, which tried to deceive and
interact with the hacker and let him use his/her
methods and resources trying to hack the honeypot,
then this information would be used by the people
responsible for the network security to adjust the
security much more efficiently. The latest development
in the network and internet security is Honeynet [5, 6].
II. HONEYPOTS AND HONEYNETS
A. Honeypot
Honeypots begin appearing during early 2000s,
they were designed to present themselves an easy
target and point of entry to a network. On the contrary
they were mostly isolated and had a controlled input
from the network, they disguised themselves as a
legitimate part of the network and hoped to imitate the
hacker to hack them, thus their methods and the
malwares used could be recorded and analyzed so that
appropriate countermeasures could be implanted with
efficiency. These honeypots later evolved to what is
currently known as Honeynet [7].
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B. Honeynet
A Honeynet is a network of interconnected
honeypots. A Honeynet is a type of decoy put in the
servers, which mimics the real processes and services
carried out by the real server. It is designed to be
hacked and provides different levels of interactions
with the hacker. A reverse firewall that captures all
inbound and outbound data is used while deploying a
Honeynet. The data gathered by this firewall is
contained, captured, and controlled [6, 8].
C. Honeynet generations
There are three types of Honeynet, each providing
different levels of interactions with the hackers, high
and low interaction Honeynet are shown in Figure 1.

Figure 1: Low interaction (left) and high interaction
Honeynet (right) [6].

The firewall controls how the Honeynet can initiate
connection to internet. This factor prevents hackers
from using the Honeynet to attack or compromise
other production system on trusted networks. The
Honeynet and the administrative network have no
communication. There is the problem of hackers
discovering that a firewall is filtering their traffic and
the Honeynet is considered a success if the hackers
never realize they were on Honeynet. One method for
hiding firewall is using router. Firstly the router
screens the Honeynet from the firewall. Once a
Honeynet is compromised, the hacker will see a
standard router instead of firewall. This is what they
expect in most cases. Also the router acts as a second
layer at access control. For example the router can be
used for anti-spoofing control. Lastly the router can be
used on additional layer of logging [9, 10].
It is also critical that anti-spoofing measures be
properly implemented. Spoofing occurs from a
different system or network. Spoofing the source IP
address also makes it more difficult to track down and
identify the attacker. Anti-spoofing ensures that only
valid packets leave your Honeynet network.

Researches design computers or servers with
Honeynet networks specifically to be attacked. They
are configured to capture a variety of useful data about
activities of the attacker inside the server and record all
their requests and IP addresses. Researchers try to
implement data capture and control in such a way that
intruders remain unaware that their actions are being
monitored. Honeynet are a useful tool for learning
about computer intruder’s tools, tactics, and motives.
Implanting and maintaining a successful Honeynet
requires attention to two critical elements, Data control
and Data capture [11, 12].
Data control is filtering of what data flows where.
The critical element is controlling what connections
can be initiated outbound. To minimize risk, the
system must be ensured that it cannot be used to attack
production system on other networks. The key to data
control is the use of an access control service, such as
firewall. A firewall is used to separate the Honeynet
from primary operational subsystems. [13].
Data capture is the collection of information, which
is the end goal of Honeynet. The key for data capture
is layers. A variety of techniques should be used to
collect data.no layer should be a single point of failure.
We use four layers namely access control layer,
network layer, system layer and off-line layer.
Although honey nets have many advantages such as
keeping the hacker busy as he is wandering around and
revealing his tactics, they can be taken over by the
hacker and used as bots to attack other systems on the
server. They also require a quite amount of system
resources especially in the high interaction type [14].
III. CLOUD COMPUTING
Cloud computing is a relatively new concept in the
IT industry. Due to recent advances in the fiber optic
telecommunications and ever decreasing cost of
powerful main frame computers, the idea of having all
your data in one place and the ability of doing
processes required on them as on the fly basis and
accessing the processed information anytime and
anywhere conveniently was very tempting for big
organizations, this led to the birth of big main frame
computers [15-18]. Some of these organizations such
as Google or Amazon had huge data centers and began
renting out the resources and processing power to any
one requiring them [19]. This had a huge impact on the
businesses as even small companies could own and
operate an always accessible powerful main frame and
could expand their computational resources with ease
and a fraction of the cost of buying a new server in just
minutes, and the term cloud computing was born and
became popular. [20] In recent year the cost of having
a cloud server is so decreased that even students can
afford to rent one for their files and processing
requirements [17, 20, 21].
www.ijorcs.org
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The cloud computing undoubtedly provides
organizations with the opportunity to save money and
achieve efficiency, by enabling them to centralize
applications, storage and platforms into unified
platform which can be extended or reduced affectively
with minimum cost. On the other hand without
security embedded into underlying technology that
supports cloud computing, businesses would be risking
all their data [19, 22, 23].

DNS (domain name system) resolution and NTP
(network time protocol) services are also needed. DNS
is a required functionality, as the hackers often rely on
DNS resolution for tool download or activation. NTP
ensures that all system time clocks are synched. This is
helpful for data from various systems is on the same
time [36].

Moving most or all of your data to an internet or
network based cloud to save on costs introduces new
risks to the organizations in pair with their existing
security risks. In the attempt to provide cost savings, it
is becoming increasingly common for virtual and
physical security to be neglected. The cloud computing
provides hackers with a golden opportunity, all the
data they can dream of, gathered in one place, as many
companies use a single cloud server to store and
process all their data. This calls for many security
measures to be taken, Honeynet being one of the most
recent security measures [24-28].

The first layer is access control such as firewalls or
routers. Any packet entering or leaving the Honeynet
must pass through these devices as they are an
excellent resource of information .for most
organizations, telnet, RPC (remote processing call) and
ICMP (internet control message protocol) utilization is
normal. It can be difficult to distinguish between an
innocent RPC request and a malicious. The Honeynet
solves that problem by flagging any data that either
enters or leaves the network. There are alerts for
outbound and inbound connections [37].

Virtual Machines (VM) are a software platform
developed due to recent advances in the processor and
hardware field. It is designed to enable the user to run
different operating systems simultaneously on the
same hardware platform, utilizing every bit of
resources possible to maximize efficiency [29]. Also
they enable the quick switching between different
operating systems efficiently without having to change
the hardware or restart the system. [30] VMs are
installed on a computer running a stable operating
system (usually Linux or UNIX), this is called the host
OS and multiple VMs can be installed on the same
host OS depending on the hardware resources. One of
the positive points of having VM installed is that it can
be configured to represent a complete standalone
hardware platform with its own firewall, ram, hard
disk, processor, network connection and IP address.
This is particularly useful in cloud based services as
we can configure the preferences of each VM on
demand and rent it to the requesting individual or
organization [31-33].
IV. DESIGN OF A HONEYNET
No single product, method or solution for a
Honeynet exist, it all depends on requirements and
environment. However the functionality of data control
and data capture must be met. Regardless of what
architecture developed and implemented, you must be
able to both control and capture data. Honeynet is not a
deploy and forget solution. They require constant care
and feeding. One example is using a single firewall to
segment the Honeynet to three distinct networks: the
internet, the administrative trusted network and the
Honeynet [34, 35].

A. Access control layer

B. Network layer
This layer collects two types of information:
suspicious signature alerts and packet payload. The
first is the alerting to suspicious activity. These alerts
inform the administrator what is happening in realtime. The second is the capturing of every packet and
the packet’s payload that enters and leaves the
network. This information is stored in a log file and the
data can be retrieved later date for detailed analysis.
The third layer of data is any ASCII payload, such as
keystrokes or IRC sessions that are stored in separate
ASCII flat file [38].
System layer used for sorting information remotely
on a protected server .Off-line layer creates images of
compromised system, so that you can conduct an
offline analysis of the system and determine what the
hacker did.it is possible to reconstruct the hacker’s
activity even without the keystrokes [39].
V. CHALLENGES IN HONEYNET
Although Honeynet are among the most powerful
tools to analyze the intruder’s activities on the
network, they do come with a price. To obtain the
information on the hacker’s activity, a certain level of
access to the systems and applications must be
provided so the intruder could be tricked in believing
that he is attacking a vital system. Once the true
identity of a Honeynet has been exposed to the hacker,
its value is dramatically reduced. Attackers can ignore
or bypass the Honeynet, eliminating its capability for
capturing information. Also the attacker can implant
false data in attacking the Honeynet thus the data
analysis would be useless or misleading. The
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Honeynet is not a single system but a network which
sits behind a firewall where all inbound and outbound
data is contained, captured and controlled. The
presence of high traffic makes it very difficult to
monitor the status of the system 24/7. The raw
processing power and hardware requirements are high,
but most of the time these are not required and the
system can run on much less. To decrease the
hardware requirements of Honeynet, we can employ
Honeynet on virtual machines. [40].
The virtual machine environment offers several
benefits and is an ideal base for implementing a
Honeynet. First, it is easy to manage, since most
virtual machine managers (VMM) allow individual
VMs to be enabled, hibernated or the whole system to
be saved on demand. Advantage of having such a
control over the installed VMs is the driving force
behind the use of VMs in Honeynet in operational
deployments. As well, VMs also offer an ideal
platform for monitoring and storing the activities
within a compromised Honeynet, including interactive
input, memory and disk allocation, patterns of system
calls and the content of endpoint network. Finally,
VMs allow multiple Honeynet to be implemented by a
single hardware base such as a single mainframe thus
reducing deployment costs.
On the hardware pint of view, as each Honeynet
has a single IP address and since this IP address is
accessed rarely, much of the processing power
dedicated to the Honeynet remains unused. Even when
serving a request, most of a honeypot's memory is idle
as well. Finally, different honeypot servers in a
Honeynet replicate the same environment and thus
duplicate the effort in maintaining common state and
executing common code paths. In fact, a conventional
Honeynet network will use far less than one percent of
processor or memory resources for their intended
purpose. Given this waste of resources which can be
used more efficiently on other tasks, an artificial
intelligence based approach to scale the number of
VMs in a Honeynet is proposed [41, 42].
The objective of the study is to design and
implement an Artificial Intelligence (AI) based scaling
method to minimize the utilization of the resources on
the server dedicated to the Honeynet while maximizing
the efficiency of the hardware based processes. This
approach will free the hardware resources which could
be used for processing of the requests while not
compromising the security of the server as Honeynet
will become active on presence of high and suspicious
network traffic and will deactivate when there is no
suspicious network traffic. By use of virtual machines
and virtual machine managers and implanting a router
based gateway, the system can be monitored all the
time and the necessary adjustments can be done
autonomously by an AI [34, 36, 43].
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VI. METHODOLOGY AND RESULTS
First thing to do is to implement the virtual machine
environment, to do so we install a virtual machine
manager and multiple virtual machines in our server.
After setting up our virtual machines, we then turn our
attention to the gateway. Gateway enables us to
remove the idleness in our IP zone utilization, also the
use of a gateway enables the us to use isolated
operating systems (as VMs) on a single server, this
eliminates the risk of the hacker intruding all the VMs
and Honeynet installed on those VMs with a single
attack, as the attacker needs to repeat the same attack
on each individual VM. The essential part of the
scaling comes from the gateway, as all the data
entering and exiting the server must go through the
gateway, we can use the information obtained from the
gateway to successfully scale our Honeynet [32, 44].
One of the positive point of VMs is the ability to
start and terminate them on demand, this is achieved
by implanting a virtual machine manager, now the data
obtained from the router can be used to determine the
number of Honeynet required to ensure the security of
our system and keep the hackers as busy as possible,
the gateway will assign IP addresses as required by the
VMM and remove the IP address when the VM
associated with that address is no longer active. This
approach enables us to multiplex our hardware
capabilities and use ore resources to the best extend
[30, 45, 46].
Cloud security is important because many services
such as mail servers, accounting and information
servers are stored in the cloud. So that each day many
hackers from internet or internal staff try to get access
by malware such as bots and spyware to misuse
information .That is why many security measures are
taken; Honeynet works by showing a decoy to the
hacker and presenting themselves as the services
subsystem. As these honey net use system resources, it
is desirable to scale the virtual machines to allocate the
lowest level of resources required at the time .On the
contrary the attacks vary from time to time that is why
we use an attack analyzer to monitor the level of
activity on the honey net and the information from the
analyzer is fed to the expert system which in turn
adjusts the level of resources dedicated to the virtual
machines. Figure 2 represents the flowchart of the
proposed method.
There are three primary means of data analysis; the
first method of information analysis is firewall alerts,
which give us real-time information on the hackers
activity .in addition, this activity is achieved for future
use. The second layer and one of the most important is
packet capture. Every packet and information is stored
in both binary and ASCII formats. Suspicious activity
can also be detected when captured on the wire. The
www.ijorcs.org
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Forensic analysis is the process of recovering,
capturing
and
analyzing
information
from
compromised coroner’s toolkit is the preferred weapon
of choice for the Honeynet project when analyzing
Unix-based systems. The TCT tools are the primary
tolls used for data recovery and analysis [49, 50]. En
example of Honeynet response to incoming network
probes can be seen in the following paragraph.
A sample of windows7 was emulated inside
Honeynet by low interaction honeypot named Honeyd,
a script for port 80 was written to present a real
looking webserver, then an IP address and Mac
address was assigned to this emulated windows and
some port were considered to be open .An automatic
network probing tool called Nessus was used to probe
the network to ensure the designed framework was
working properly.
The virtual machine is connected to internet via
port 6600 on the server and traffic is routed to port 80
on the virtual machine.
Emulation of a Windows 7 in Honeynet can be
accomplished by following configurations:
Create Windows
set Windows personality "Windows 7"
set Windows default tcp action reset

Figure 2: Diagram of proposed framework of scalable
Honeynet.

set Windows default udp action reset
set Windows default icmp action open

There are three primary means of data analysis;
the first method of information analysis is firewall
alerts, which give us real-time information on the
hackers activity .in addition, this activity is achieved
for future use. The second layer and one of the most
important is packet capture. Every packet and
information is stored in both binary and ASCII
formats. Suspicious activity can also be detected when
captured on the wire. The last layer for data analysis,
the system logs, tells us activity the system [47].

add Windows tcp port 25 open
add Windows tcp port 80
"/usr/share/honeyd/scripts/web.sh"
add Windows tcp port 110 open
add Windows udp port 123 open
add Windows udp port 135 reset
add Windows tcp port 137 reset

There are two techniques for more advanced data
analysis. Passive finger printing demonstrates how
information can be passively gathered from packets
sent by the remote system. This allows discovery of
important information, such as identification of the
remote operating system or the application being used
[47, 48].

add Windows udp port 137 reset

Although this information may not seem important,
small bits of information pieced together can prove
critical in assembling the big picture. Forensics is a
second, and for more involved, technique of data
analysis. All Honeynet systems are designed with
forensic analysis in mind.

add Windows udp port 445 open

add Windows udp port 138 open
add Windows udp port 139 open
add Windows tcp port 143 open
add Windows tcp port 143 open

add Windows udp port 500 open
add Windows udp port 1900 open
add Windows udp port 4500 open
add Windows udp port 31337 open
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set Windows uptime 1336262

Honeynet Log:

set Windows ethernet "00:00:2a:a8:8a:3a"

2013-12-03-19:30:46.4248 tcp (6) S 172.16.71.154
34789 192.168.1.5 80

bind 192.168.1.5 Windows
Fingerprint for windows7 that was sent in response
to network probe for emulated windows7 can be seen
below:
FingerPrint Windows 7
TSeq(Class=TR%IPID=I%TS=100HZ)
T1(DF=Y%W=2000%ACK=S++%Flags=AS%Ops=M
NWNNT)
T2(Resp=Y%DF=Y%W=0%ACK=S%Flags=AR%Ops=
)
T3(Resp=Y%DF=Y%W=0%ACK=O%Flags=AR%Ops
=)
T4(DF=Y%W=0%ACK=O%Flags=R%Ops=)
T5(DF=Y%W=0%ACK=S++%Flags=AR%Ops=)
T6(DF=Y%W=0%ACK=O%Flags=R%Ops=)

VII. CONCLUSION & FUTURE WORK
The Honeynet is not a single system but a network
that sits behind a firewall where all inbound and
outbound data is contained, captured and controlled.
The Honeynet is implementation has two issues: data
control and data capture. Data control is the way of
filtering and allowing data flow and data capturing is
collecting information for analyzing later on. Data
capture is implemented by four layers: access control,
network layer, system layer and off-line layer. The
analysis is using the information which is collected
and stored in Honeynet. Although Honeynet have
many advantages such as keeping the hacker busy as
he is wandering around and revealing his tactics, they
can be taken over by the hacker and used as bots to
attack other systems on the cloud server. They also
require a quite amount of system resources especially
in the high interaction type.

T7(DF=Y%W=0%ACK=S++%Flags=AR%Ops=)
PU(DF=N%TOS=0%IPLEN=164%RIPTL=148%RID=
E%RIPCK=E%UCK=E%ULEN=134%DAT=E

The report from network probe can be seen in the
following paragraph, it can be seen that the framework
performed as designed and the probe identified the
virtual machine operating system as windows7.
Nmap Scan Report - Scanned at Tue Dec 03
19:30:43 2013 Scan Summary
Nmap 6.40 was initiated at Tue Dec 03 19:30:43
2013 with these arguments:
nmap -p T:6600 -O 172.16.71.159
172.16.71.159(online)
Ports 6600 tcp open
Remote Operating System Detection

-

Used port: 6600/tcp (open)
Used port: 44221/udp (closed)
OS match: Microsoft Windows 7 SP1 (88%)
OS match: Microsoft Windows Vista SP0 SP1 (88%)
- OS match: Microsoft Windows 7 (87%)

On the following line it can be seen that Honeynet
recorded the probe with source IP of probing computer
and port number used for the probe.

The ability of introducing new Honeynet to the
system as required by the circumstances at the time
enables us to maximize the potential of gathering data
and keep the required hardware recourses as minimal
as possible. Future works include hardening and
making the whole Honeynet system more robust while
decreasing the chance of detection by the intruder.
Also more robust implementation of expert system for
controlling the scalability aspect of the Honeynet is
required as many intruders and hackers are using
automated network probes which scan a wide variety
of networks and report the suspicious and easily
accessible ones to the intruder, the implemented expert
system needs to identify and respond to these probes
accordingly without the need to use high amounts of
system resources.
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